Community-Family Homepage Sign in Instructions

The Community-Family Homepage is a centralized location for a staff member to access all
applications related to their program and role (e.g., CRM, Tableau).

This document provides step-by-step instructions on signing in for the first time, setting up Multi-
Factor Authentication (MFA), logging out, and the day-to-day sign in process for a Community-
Family account. In addition to that, there are brief instructions on resetting your password when
you cannot remember it as well as updating MFA and password account settings. Note these
instructions are for desktop and laptop computers. Signing in using a smartphone or tablet may
display differently. Overall, the Community-Family Homepage may be accessed online from any
place at any time.

User Credentials

Account credentials are provided by the Administrative Service Organization (ASO). If you do
not have credentials, please contact FRCHelp@umassmed.edu.

Usernames look like: Kaela.Dunn@Community-Family.org

* Note For Users

Many staff have Microsoft accounts (e.g., having an Outlook email account) provided by another
organization. To reduce the chances of having a problem signing into the Community-Family
Microsoft account, use a different web browser other than Microsoft Edge (such as
Chrome or Firefox) and open an Incognito/Private browsing window.
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|. Overview

Go to https://myapps.microsoft.com/.

Enter your User ID and temporary password provided by the ASO.
Set up a Multi-Factor Authentication (MFA) method.

WD R

Re-enter your User ID and temporary password provided by the ASO and then set a
new personalized password.

Accept the Data Use Agreement.

See the applications you have access to on the Community-Family Homepage.

If you forgot your password and cannot log into your account, select “Forgot my
password” on the sign in screen and follow the prompted steps.

8. Freely access your account settings to edit your Multi-Factor Authentication (MFA)

method or account password.

ll. First Time Signing-in

Below are step-by-step instructions on how to sign into the Community-Family Homepage.

1. To open a Google Chrome Incognito Window. Follow the steps outlined below.
a. Open a Google Chrome window.
b. Select the 3 dots in the top right corner.
c. Select “New Incognito Window”.

¢« s¢co(sl e )0 @i
@ simultaneous Inter... FRC Expansion Rese... Check out later UMass Links FRC Links Teams Info Helpful B® CCCCRM New tab Ctrl+T

MNew window Ctrl+N

New Incognito window  Ctrl+Shift+N

History 4
Downloads Ctrl+)
Bookmarks >
Zoom - 9% -+

Print... Ctrl+P
Cast...

Find... Ctrl+F
More tools 3
Edit Cut Copy | Paste
Q  Search Google or type a URL Settings

Help »

Exit
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https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmyapps.microsoft.com%2F&data=05%7C01%7CKaela.Dunn%40umassmed.edu%7C6372f46b906146a5870408db79a437e5%7Cee9155fe2da34378a6c44405faf57b2e%7C0%7C0%7C638237518440342512%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ZWCHAZ90w4KgfJOoA6avotpIylmJaxKE4HDpgvKBCkI%3D&reserved=0

2. Copy and paste the following link into the search bar.
https://myapps.microsoft.com

& New Incognito Tab x  +

Cc O H ‘myapps.microsoft.com o @ Incognito (2)

$. Simultaneous Inte| =8 My Apps - https/

https://myapps.microsoft.com - Google Se

You've gone Incognito

Now you can browse privately, and other people who use this device won't see your activity.
However, downloads, bookmarks and reading list items will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:
* Your browsing history
= Cookies and site data
« Information entered in forms

« Websites you visit
= Your employer or school
* Your internet service provider

Block third-party cookies
When on, sites can't use cookies that track you across the web. Features on
some sites may break.

3. A Microsoft sign in page will display. Enter your username (e.qg.,
Kaela.Dunn@Community-Family.org) and select “Next”.

e Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

C% Sign-in options
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https://myapps.microsoft.com/

4. Enter the temporary password provided by the ASO. Then, select “Sign in”.

B8 Microsoft
< demo.nv@community-family.org

Enter password

Forgot my password

— T

5. You will be guided through a sequence of screens in which you will set up your account
and Multi-Factor Authentication (MFA) settings. The first step will begin on the next page
after selecting “Next” displayed below.

Be Microsoft
demo.nv@community-family.org

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn maore

— T
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a. Setting up Multi-Factor Authentication (MFA)

Shown below are step-by-step instructions on setting up an additional security method beyond
entering a password, also known as Multi-Factor Authentication (MFA).

6. In the top left of your browsing window, you will see “ForHealth Consulting at UMass
Chan”. Select “I| want to set up a different method” annotated in red below (rather than
the default option, Microsoft Authenticator).

ForHealth Consulting at UMass Chan

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

~
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose “Next”.
-

| want to use a different authenticator app

Click "set up a
Lwant to set up a different method . "
different method

7. From the dropdown displayed, select “Phone”, then select “Confirm”.

Choose a different method X

Choose a different method <

Which method would you like to use? . .
Which method would you like to use?

Choose 3 method

Phone

Authenticator app

- —iEEA

Phone

Office phone
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8. Next, a screen displays asking for a phone number you can receive a call or text
message from. Please ensure this phone number is attached to a phone you have
regular accessibility to during working hours. Select either “Text me a code” or “Call
me”, then select “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

United States (+1) —#l 7742758440

Frn
(@) Text me a code

O Call me

Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy

— [=]

and cookies statement

L want to set up a different method

9. If you selected “Text me a code”, enter the 6-digit code you received into the provided

box. Then select, “Next”.
a. If you selected “Call me”, follow the steps on the phone call.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +1 7742758440. Enter the code below.

| 680360

Resend code

|
t

| want to set up a different method
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10. Once your phone number is registered successfully, you will receive the notification
below. Select “Next”.

Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Phone

° SMS verified. Your phone was registered successfully.

11. Now your account’s Multi-Factor Authentication (MFA) is set up. Select “Done”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info, Choose "Done” to continue signing in.

Default sign-in method:

Phone
+1 7742758440
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b. Setting up Your Account

The steps shown below walk through setting a new personalized password and accepting the
Data Use Agreement to access the Community-Family Homepage.

12. This step is where you will change the temporary password, provided by the ASO, to a
new personalized password. The screen will display a text box for you to enter the
“Current password”, meaning the temporary password provided to you. There will also
be space to enter a “New password”, meaning your new personalized password, then a
second space to re-enter your “New Password”. Once complete, select “Sign in”.

a. Password Requirements:
i. 8 character minimum and must contain 3 of the 4 following
characteristics:
1. Upper case letters
2. Lower case letters
3. Numbers
4. Any of the following symbols *#@$%"&!

B® Microsoft
dema.nv@community-family.org

Update your password

You need to update your password because this is
the first time you are signing in, or because your
password has expired.
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13. The “ForHealth Consulting at UMass Chan Terms of Use” will display.

B2 Microsoft

ForHealth Consulting at UMass Chan Terms of Use
n order to access ForHealth Consulting at UMass Chan resource(s), you must read the Terms of Use.

Data Use Agreement >

Please click Accept to confirm that you have read and understood the terms of use.

DECI-‘nE m

14. If you select “Accept” without reading the Data Use Agreement, you will not be allowed
to proceed with signing in. If you see the screen below, select “Ok” to continue.

Just a sec...

A You must view the terms of use before you can accept.

15. Select the “Data Use Agreement” drop-down to open the Data Access Agreement.

B2 Microsoft

ForHealth Consulting at UMass Chan Terms of Use

n order to access ForHealth Consulting at UMass Chan resource(s), you must read the Terms of Use,

===l Data Use Agreement J

& Zoom out & Zoom in 2 Reset zoom

f WHCalthm at UMass Chan

Medical School

Data Access Agreement
Non-For Health Consulting at UMass Chan Medical School Users

| acknowledge and agree that the security of the For Health Consulting at UMass Chan Medical School (ForHealth)
computer systems and the privacy and security of ForHealth electronic data is of utmost priority. As a condition of
obtaining access to ForHealth systems and/or electronic data, | agree that | will:

1. Access and use ForHealth systems and electronic data only as authorized;

2. Not transmit or post any information utilizing the ForHealth system that is unrelated to or beyond the
scope of my permission to utilize the system;

3. Keep confidential all information pertaining to the security of ForHealth systems;

4. Treat as confidential all user IDs and passwords needed to gain access to ForHealth systems or
) in cdata
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16. Scroll to the bottom of the screen and select “Accept”.

secure return, re-transmission, or destruction, as ForHealth directs; and
17. Comply with all applicable state and federal laws which govern the use and security of computer
systems and data including but not limited to the Federal Copyright Law, the Counterfeit Access Device
and Computer Fraud and Abuse Act of 1984, the Electronic Communications Privacy Act of 1986, the
Computer Security Act of 1986, the Health Insurance Portability and Accountability Act of 1996, M.G.L.
chapter 93H, and the Health Information Technology for Economic and Clinical Health Act of 2009.
| further acknowledge that the termination or expiration of my access to ForHealth systems and/or electronic data
will not relieve me of my chligations under this Agreement to keep confidential the personally identifiable data or
ForHealth network security information | may have accessed under this agreement.

In case of conflict between this Agreement and any prior contracts between the parties, this Agreement will

prevail.
Acceptance of Agreement Online is equal to user’s agreement to terms.

User(signature) Date

Last Reviewed 2/23/2023.

Please click Accept to confirm that you have read and understood the terms of use.

——

Privacy & cookies Terms of use Help

Feedback ©2023 Microsoft

17. The Community-Family Homepage will appear, and you will see the appropriate

applications you have access to.

My Apps £ Search apps
Apps

Apps

Community Family Resource
Training

Connections.

July 2023
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lll. Signing Out of Your Account

To sign out of your account, follow the steps below.

1. Select the circle in the top right of the browsing window. Then, select “Sign out”.

LG ! q o

Apps dashboard

sors D ) m=a

2. Select your “@community-family.org” account from the list shown.

BS Microsoft

Pick an account

Which account do you want to sign out of?

Demo.NV

ﬁ E demo.nv@community-family.org
Signed in

3. Once you are fully signed out of your account, you will see the notification shown below.

B® Microsoft

You signed out of your account

It's a good idea to close all browser windows.

12
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[VV. Day-to-Day Sign in Process

The steps below outline the day-to-day sign-in process after setting up your account and MFA.

1. To open a Google Chrome Incognito Window. Follow the steps outlined below.
a. Open a Google Chrome window.
b. Select the 3 dots in the top right corner.
c. Select “New Incognito Window”.

& NewTab x | + v

- X
« > ¢ o (sl EEDN: X<
@ Simultancous Inter.. FRC Expansion Rese... Check out later UMass Links FRC Links Teams Infe Helpful E® CCC CRM New tab Ctrl+T
New window Cirl+N
)  New Incognitc window  Ctri+ShiftsN
History b
Downloads Ctrl+)
Ecokmarks »
Zoom - 9%+ 03
Print.. Cirl+P
oo e o
Find... Crl+F
More taols »

2. Copy and paste the following link into the search bar.
https://myapps.microsoft.com

2 New Incognito Tab

=

c O S - O @ inccgnico )

%, Simultaneous Inte

You've gone Incognito

3. Enter your “@community-family.org” username, then select “Next”. On the following
screen, enter your personalized password, then select “Sign in”.

= Microsoft ||

g Microsoft
Sign in . .

9 « demo.nv@community-family.org
dema.nv@community-family.org|

Enter password

No account? Create one!

access your account?

B% Forgot my password

Q) Sign-in options
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https://myapps.microsoft.com/

4. Select a method to verify your identity.
a. If you choose to receive a call, follow the steps on the phone call.

b. If you choose to receive a text, enter the 6-digit code you received into the
provided box. Then select, “Verify”.

= Microsoft B

= Microsoft

demao.nv@community-family.org
dema.nv@community-family.org

_ Verify your identity

Enter code

[ et <x0000000x40 [ We texted your phone +X XOOO0CKXX40. Please

enter the code to sign in.

% Call +X X000C000X40

686983
More information Having trouble? Sign in another way
Are your verification methods current? Check at More information

https://aka.ms/mfasetup

5. The Community-Family Homepage will appear, and you will see the appropriate
applications you have access to.

i My Apps

Apps

~ Apps

Settings
< ’
v
“iger
Community Family Resource

Connections. Center - Training

July 2023
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V. Forgot Your Password and Cannot Sign in

The steps below outline how to reset your password when you forgot your password and cannot

sign in.

1. On the “Enter password” screen, select “Forgot my password”.

2. Enter the characters presented in the photo into the provided box. Then select “Next”.
(Note: Do not enter the characters shown in the photo below into the provided box on
your screen. Please refer to the box on your screen for the appropriate characters to

July 2023

enter.)

B® Microsoft

< demo.nv@community-family.org

Enter password

Password

) Forgot my password

Microsoft

Get back into your account

Who are you?

To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username: *

‘ demo.nv@community-family.org

Example: user@contese.onmicrosoft.com or user@contoso.com

Enter the characters in the picture or the words in the audio. *

15




3. Select a verification method and follow the guided verification steps.
a. The option “Text my mobile phone” is shown below. Enter the phone number
associated with the phone number listed in the message and the number linked
to your account. When finished, select “Text”.

Microsoft

Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

O Email my alternate email In order to protect your account, we need you to enter your complete mabile
phone number (=***====x=40) below. You will then receive a text message with a

. verification code which can be used to reset your password.
# ® Text my mobile phone

O call my mobile phone | 7742758440

O call my office phone
’ P Text

4. Once the verification step is completed, enter a new password in both provided text
boxes. Then select “Finish”.

Microsoft

Get back into your account

verification step 1 v > choose a new password

* Enter new password:

Password strength

* Confirm new password:

| |
ﬁ Cancel

July 2023
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5. Upon your password being reset, you will be presented with the message below. Select

“Click here” to continue with signing in.

Microsoft

Get back into your account
@ Your password has been reset

To sign in with your new pessssdps, click here.

6. Proceed signing in with your new password.

B® Microsoft

Sign in

demo.nv@community-family.org

No account? Create one

Can't access your account?

Back Next

C\Q Sign-in options

July 2023
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V1. Account Settings

The steps below outline how to access your account settings after signing in and editing your
Multi-Factor Authentication (MFA) method or resetting your account password.

1. On the Community-Family Homepage, select the circle in the top right, then select “View

”
account’.
My Apps Se PF #; (D
ForHealth Consulting at UMass Chan Sign out
Apps
Demo.NV

Apps demo.nv@community-family
A View accoun
itch organizati

SR
5 -, ) Ssign in with a different account
W @i
nunit Family Resource
nr Center - Training

a. Editing Your Multi-Factor Authentication (MFA) Method

1.

“Update Info” in the Security Info box.

In your account settings, select “Security info” on the left-hand navigation bar or select

i1 My Account

‘ K overview

8 security info
L1 Devices

Q, Password

B3 Organizations

€53 Settings & Privacy

Hp My sign-ins

A7 Give feedback

Demo.NV

= demo.nv@community-family.org

@, +17742758440

Security info

5

Keep your verification methods and security

info up to date

el PDATE INFO

Devices

=

Password

Q

Make your password stronger, or change it if
someone else knows it

CHANGE PASSWORD

Organizations

=

July 2023
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2. Select from the options presented.
a. “+Add sign-in method” will allow you to add an additional Multi-Factor

Authentication method. Options include: Authenticator App, Alternate phone,

Security questions, and Office phone.
b. “Change” will allow you to update the information used in that authentication

method.
c. “Delete” will permanently remove that authentication method.

%o

331 My Sign-ins

2, overview Security info
These are the methods you use to sign into your account or reset your passwor

& security info
Default sign-in method: Phone - text +1 7742758440 Change

B3 Organizations

— Add sign-in method

£ Devices
R, Phone +1 7742758440 —
; Privacy
= emai frehelp@umassmed.edu o — |
Lost device? Sign out everywhere

b. Resetting Your Account Password

1. Inyour account settings, select “Password” on the left-hand navigation bar or select
“Change Password” in the Password box.

X
o)

i1 My Account

‘ 2 overview

e Security info
Security info Password

£ Devices Demo.NV ;2/ Q

&, Password _

E=d Organizations

E demo.nv@community-family.org
Make your password stronger, or change it if

Keep your verification methods and security
someone else knows it.

info up to date.

Q17742758840

:_ Settings & Privacy UPDATE INFO ﬁ CHANGE PASSWORD
i My sign-ins
o t t
& Give feedback
Devices Organizations

= =
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2. Enter your old password, then enter a new password in the two provided boxes. When

done, select “Submit”.

Change password

User ID
old password

Create new password

Confirm new password

3. Your account screen will display confirming your account password has been changed.

You may now close the window and sign in using your new password.

B Microsoft

This Profile page is being replaced by "My Account'

Profile

Demo.NV

Devices & activity

No devices registered.

Email

Alternate email

Phone: +1 7742758440 (work

Demo
[Cl FORHEALTH CONSULTING AT UMASS CHAN

Learn more Dismiss

Change p
Edit security info

Review terms of use

Sign out everywhere

July 2023
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